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Where is my terminal?
| have been happily running Ubuntu
on my ageing laptop for a while, and
a friend just gave me his Sony
Desktop Vaio, with Windows Vista slowed by
a virus. So | installed Ubuntu 12.10 from your
DVD and I'm typing on it now. | have no
problems, except that | cannot find the
damn terminal. | don’t mind them pimping
for Amazon so much. | dislike icons, but
that’s the way things are headed. But
| cannot use the computer without a CLI.
John Wagner

Ah, the joy of Unity. There
is no longer a menu
containing all your

programs, that you can browse
through. Instead, click on Dash
home at the top-left of the
screen, click in the search box
and start typing ‘terminal’ You'll
soon see the icon appear. When
the terminal is running, you will
see anicon for it in the Launcher.
Right-click on this and select
Lock to Launcher to make it
a permanent resident. Then you
can drag it to a more prominent
position within the Launcher.
As you use the terminal so
much, there are a couple of

options you may want to consider. The first is

to launch a terminal automatically when the

desktop loads. Go back to the Dash and find

Startup Applications. Click New and add

gnome-terminal as a command to run. You

can add extra options, such as sizing:
gnome-terminal --geometry 80x25

gives an 80x25 terminal. To see the available
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LI biggest and best
magazine about Linux

and free software.
We did a rough word count of issue 150 and
found it was 103,000 words long (that’s just
editorial pages — we don’t see advertising
pages until they're printed).

That's many, many more than our
competitors, and that's how we know that
we're the biggest. As for the best, well...
admittedly that's a subjective claim, but it's
one we're happy to stand by.
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Because we're nice chaps as well as
Linux gurus, and because we've moved to
a new office that's got very little storage
space, we're giving one lucky reader each
issue the chance to win some of the books
that get sent to us for review. They're
mostly reference books that will give your
shelves an air of computational gravitas.
For a chance to win, email your question to
Ixf.answers@futurenet.co.uk, or post it to
www.linuxformat.com/forums to seek
help from our lively community of readers.

) See page 108 for our star question.
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‘Additionalstartup programs:

< Terminal
& No description

Name:
Command: | gnome-terminal
Ccomment t:

cancel

) Unity may hide programs, but it is also easy to have it
run them automatically.

options, run
gnome-terminal --help

Another option is a Quake-style drop-down
terminal. As a KDE user, | use Yakuake for this,
which drops down a Konsole terminal when
| press its hotkey (KDE also remembers my
open terminals and restores them the next
time I log in, but that's another story); but there
is a similar program for the Gnome terminal,
Guake. Try it, it really improves productivity to
have a spare terminal available on demand.

# Telly Pi

I've been trying for days to get my

Raspberry Pi (version 2, currently

running Raspbmc) to work with my
TV tuner. | purchased a K-world KW-UB499-
2T TO9 because, according to http://linuxtv.
org/wiki/index.php/DVB-T_USB_Devices, it
is compatible, provided you have a recent
kernel, and | found it quite affordable on
eBay. However, | really cannot get it to work,
the adapter just won't appear in tvheadend's
adaptor list when | visit the web interface.
I've trawled through page after page of
guides and forums, most of which seem to
be aimed at x86 or x64 systems. I'm
completely out of my depth at the moment
because | don't really understand kernel
modules and drivers and such (I've had the
luck of everything ‘just working’ until now).
Please could you give me some help as to
how to get this working, as | can’t afford
another adapter right now — and I'd all but
given up until Graham’s tutorial in LXF169
made me want to have another go at it.
Mark Skinner

Terminals and
superusers

We often give a solution as commands to type in
aterminal. While it is usually possible to do the same
with a distro’s graphical tools, the differences between
these mean that such solutions are very specific.

The terminal commands are more flexible and, most
importantly, can be used with all distributions.

System configuration commands often have to be

run as the superuser, often called root. There are two
main ways of doing this, depending on your distro.
Many, especially Ubuntu and its derivatives, prefix the
command with sudo, which asks for the user password
and sets up root privileges for the duration of the
command only. Other distros use su, which requires the
root password and gives full root access until you type
logout. If your distro uses su, run this once and then run
any given commands without the preceding sudo.

This device is indeed supported with
Athe current Raspbmc kernels, but you

need more than the kernel modules to
make it work. In common with many such
devices, you also need a firmware file. This is
a small piece of code that would otherwise be
stored in the device's chips, but manufacturers
prefer to include it with the Windows driver
instead.

It makes updating easier, and also means
that bugs can be fixed without replacing the
hardware (which makes it easier for them to
release the hardware early, with less testing).
To use it with Linux, you need this firmware in
afile in Zlib/firmware. If you look at the output
from dmesg with

sudo dmesg | grep -C 5 -i dvb
you will probably see complaints about the
missing firmware. There are two ways to install
the firmware. If you have the kernel sources
installed, run these commands to
automatically download, extract and install the
firmware.

cd /usr/sre/linux/Documentation/dvb

sudo ./get_dvb_firmware it9135

This will download and install the firmware

Don't panic

ccasionally, the Linux kernel hits
a situation it just cannot handle and,

ignoring the advice on the cover of
the greatest book ever written, it panics. This
manifests itself as a cryptic message output
to the console (or hidden behind a pretty
boot splash screen if you are really unlucky)
and a blinking caps lock LED.

If it has got as far as mounting the root
filesystem read/write, it can also write
diagnostic information, a “core dump” to
the disk.

for the it9135 chipset, the one in your device.
Alternatively, if you do not have the kernel
sources installed, you can do this manually
by running these commands in a terminal or
SSH session
wget http://www.ite.com.tw/uploads/firmware/
v3.6.0.0/dvb-usb-it9135.zip
unzip dvb-usb-it9135.zip
sudo dd if=dvb-usb-it9135.fw ibs=1 skip=64
count=8128 of=/lib/firmware/dvb-usb-
it9135-01.fw
sudo dd if=dvb-usb-it9135.fw ibs=1
skip=12866 count=5817 of=/lib/firmware/dvb-
usb-it9135-02.fw
The unzip command is not installed on
Raspbmc by default. You can either install
it with
sudo apt-get install unzip
or download and unzip the file on your desktop
computer and copy the contents, the dvb-ush-
it9135.fw file, to your Raspberry Pi before
running the two dd commands. Now plug in
the USB tuner and it should appear under
/dev/dvb and in tvheadend.

EJ Double firewall

| use a Netgear DG834G v5, and

have for some years been relying on

that for my firewall. This is set up to
block all inbound traffic and allow all
outbound traffic. At present, | do not set up
firewalls on my Linux systems. Am | unwise
to rely on the Netgear firewall? With these
default firewall settings, would the Linux
firewall make the setup more secure?

My wireless network is set up so that only
known MAC addresses can log in, and all
MAC addresses (cable and wireless) are pre-
allocated specific IP addresses, which my
children and grandchildren moan about
when they come with their latest ‘iToys,
because they cannot use them until they
have given me all the gory details.

Michael Dyer

A quick reference to...

In theory, you should never see one of
these using the kernel your distro provides.
If you are using a hand-rolled kernel, it
usually means you have forgotten to build in
support for the disk drive controller and
filesystem used by the root filesystem,
meaning it cannot be mounted

You'd be forgiven for thinking that once
this happens, all is lost, but the kernel can
still manage one last act of dignity, even if
you Kill it like this.

The kernel can be told to reboot after
a panic. Adding kernel.panic=10 to /etc/
sysctl.conf will reboot after 10 seconds, but
requires that the system gets as far as

www.tuxradar.com

Answers

In general, a separate firewall
appliance, like your router, is
preferable. If the firewall is running on

the computer it is protecting, there is the
possibility of some sort of compromise
allowing an attacker to disable the firewall.

A firewall on the router protects all devices, not
just the computer. On the other hand, if you are
allowing devices you have no control over to
connect to your network, a firewall on the
computer will help protect it if one of those is
infected with malware. There is no problem
with running multiple firewalls, and the belt and
braces approach works, as the two firewalls are
providing protection at different levels.

You should also make sure that you are not
running any unnecessary services that open
network ports and don't forward any ports
through your router unless they are needed.
There are websites that will scan your network
from outside, which effectively tests your
router’s setup — such as Shields Up! at http://
www.grc.com and the port scanners at
http:/ /www.whatsmyip.org. The same
applies to your computer on the network, don't
run any unnecessary services and run a port
scanner from another computer on your local
network. You can use nmap on a Linux
machine, or there are port scanners you can
run from an Android phone or tablet. To scan
with nmap, use this command

nmap -v -sT 192.168.1.0/24
where 192.168.1.0/24 represents your
network. This example means all addresses
starting with 192.168.1 - tweak it for your
network. If you want to use an Android device,
Net Scan and Network Discovery have both
worked well for me.

Using MAC addresses to restrict access is
poor security, as it is very easy to spoof a MAC
address. It doesn't hurt to use it as an extra
layer of security, but do not rely on it. Make
sure you use WPA or WPA2 encryption and use

a long passphrase, that gives far more security. »

mounting the root filesystem to read this file.
More robustly, you can add panic=10 to the
kernel parameters in your Grub menu.

You may wonder about the point of
forcing a reboot if it will only panic again and
reboot again, ad infinitum. The answer lies in
Grub's ability to set up a fallback boot. Set up
like this, a kernel panic will cause a reboot
back into the fallback kernel, which is
hopefully one that you know works. This is
a godsend when trying a new kernel on
a remote computer - far less embarrassing
than having to phone and ask someone
to reboot because you messed up
a kernel config.

y
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Wireless to wireless

| need to set up a wireless network.

| have a couple of USB wireless

dongles and an old Acer laptop.
What | want to do is have one wireless
dongle connect to a public network and the
second be used as a LAN point for a club
that meets once a week in a public hall. The
LAN side will be only available to our group
via normal wireless key, possibly WEP or
other. | would like to use some flavour of
Linux so that it can all be locked down to
stop meddlers!

The need for one USB adaptor is because
there is no coverage in the building, and the
windows are Georgian wired so we have to
hang the dongle out the window! So should
| use a normal distribution? If so, which one
would be best? | don’t need a GUI, as the
machine will only be used as the access
point. Alternatively, would IPCop be usable,
or something else? The question is how to
set up two wireless (USB) cards for different
purposes — we don't need to preserve the IP

addressing from the public network. One last
thing is how to make the public network
auto login, as it will need username and
password entered through a web page and
not as part of the wireless setup. | welcome
your suggestions.

Several of the router distros should
Awork for you, although some may need

extra work to handle your wireless
dongles. They are generally used with an
Ethernet connection to the internet, but that
has not always been the case — SmoothWall
was originally created to share an ISDN
connection. One potential problem with using
two USB dongles is that you have to ensure
that some sort of persistent naming is used;
udev usually takes care of this, because the
routing software uses the interface names to
determine which interface is connected to the
internet and which to the LAN. However,
depending on your wireless adaptors, you may
need to do some hacking to get them to work
with the SmoothWall kernel. IPCop, which you

DY@ WhatsMyiPLarg | Server Port Test - Chromium -
hal

tsMylPorg | Serve: x | £ GRC | ShieldsUPl — Se: x
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c

C f  [) www.whatsmyip.org/port-scanner/server

Server Port Test

lien file

In 2009, | created a file which | then

saved. | now can’t open it. | have no

idea what program | used to write it.
Also, | can’t remember whether | used XP,
Vista or Mint to write it. | have tried Scribus
and LibreOffice to open it, but no luck. The
file has a .dtp extension and is quite large, so
probably has images in it and was maybe
written with some form of desktop publisher.

Oh the joys of identifying files by the
A last three letters of the filename! It is

reasonable to assume that a file with
a .dtp extension was created by a DTP
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package, but which one? They all have largely
incompatible file formats.

Fortunately, Linux has a better way of
identifying files. The file command
file somefile.dtp
will look inside the file to see what created it
and then print information about the contents
and software used to create it. This will at least
enable you to work out which program you
used to create it. Once you know what created
it you can either use the same software to load
it, if you still have it, or look for a conversion
utility on the web. It is also possible that you
may be able to import it into Google Docs, but
this is not particularly likely with a file in a

www.linuxformat.com

mentioned, does not have wireless capabilities.
If you want to use that to manage a wireless
LAN, you also need a hardware access point.

You could use an existing distro with
hostapd to manage the wireless network, but
this only works with certain wireless adaptors.
In fact, any approach you take needs AP
support in at least one of your wireless dongles,
the one covering your LAN. You can check this
with the iw command (which you may need to
install first, not all distros install it by default).

iw list

Note this is not the same as the iwlist
command. Look for AP under Supported
interface modes to see whether it is suitable.

There is another alternative that is small,
neat and inexpensive — using everybody's
favourite Linux box, the Raspberry Pi. Pi-Point
(www.pi-point.co.uk) is a Raspbian derivative
that turns a Piinto a wireless access point. It is
installed in the usual way: download the image,
write it to an SD card with dd and boot the Pi
from it. You need to edit Zetc/network/
interfaces to set a static IP address for the
LAN interface on a different subnet to the one
given to the outgoing interface. You also need
to edit Zetc/hostapd/hostapd.conf to tell it
which interface is for the LAN access point.

Pi-Point lacks a fancy web interface, but you
can configure it using SSH. The only thing you
may have trouble with is the authentication on
the outside network. If this needs do be done
over the web, you can use a text browser over
SSH (this applies to the other solutions, too).
If you are lucky, the Wi-Fi service will use
cookies to log in and you can set the relevant
page to the browser's home page and simply
load the browser at startup; otherwise, you will
have to log in manually each time.

Whichever route you choose, do not use
WEP - itis incredibly easy to break. Use WPA
or WPA2. You should also check that you are
allowed to share the connection to the public
network in this way.

proprietary DTP format.

As a last resort, you could use the strings
command to extract the text from the
document, assuming the text is the part you
really need. This command looks for ASCII
strings in a binary file

strings --encoding={S,b,l} -n 2 somefile.dtp
>somefile.txt

If this finds anything, you may be able to
get more by fine tuning the options,
particularly the encoding settings. You can
find more information on using strings by
running:

man strings
strings --help
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Do you need a GUI? You can do a lot with Midnight Commander and text-based programs.

Linux on ibook
| have an old blueberry PPC iBook
laptop, which | wanted to use just
for writing notes. It was pretty
useless for anything else, and so | tried
installing Mint on to it. | managed to install
the OS, but now when | boot it up it gets as
far as asking for a password and then won’t
accept any more keystrokes. I've tried
re-installing Mint, but it won’t go. | don’t have
the original OS disc for the machine, so can’t
do that either. Any suggestions? Or should
| just take it to the dump?

Is this the X login password request, or
are you booting to a console? If it is the

login, try using the recovery boot

option to boot to a console. If this allows you to
log in, you are probably running out of RAM
when trying to load the full desktop. The
Blueberry iBooks had very limited memory -
32MB or 64MB as standard, upgradable to
320MB with hardware hacking, and it is quite
possible you are simply running out of
resources. Your hardware would appear to be
working, as you were able to use the keyboard
during installation.

It should be possible to run Linux on this
device, but Mint is probably too heavyweight.
For such restricted hardware, you should go
with a lighter distro. You could try Lubuntu,
which is an Ubuntu remix using the LXDE
desktop and available for PowerPC, as well as
x86. Alternatively, you could install the PPC

Partitions and filesystems

We receive several questions each month that we are
unable to answer, because they give insufficient detail
about the problem. In order to give the best answers to
your questions, we need to know as much as possible.

If you get an error message, please tell us the exact
message and precisely what you did to invoke it. If

you have a hardware problem, let us know about the
hardware. If Linux is already running, you can use the
excellent Hardinfo program (http://hardinfo.berlios.
de/) that gives a full report on your hardware and
system. The report is an HTML file which you can attach
to your mail. Alternatively, the output from Ishw (http://
ezix.org/project/wiki/HardwareLiSter) is just as
useful. One or both of these should be in your distro’s
repositories. If you are unwilling, or unable, to install
these, run the following commands in a root terminal
and attach the system.txt file to your email. This will still
be a great help in diagnosing your problem.

uname -a >system.txt
Ispci >>system. txt
Ispci -vv >>system. txt

version of Debian, using the netinstall CD. This
is a minimal CD containing just enough to get
the system to a state where it can run the
installer; everything else you need is
downloaded during the installation process.
Using the Debian installer, you can specify
exactly what you want installed, which means
you can use a lightweight desktop environment
more suited to your hardware than Mint's
Cinnamon. There are a few to choose from, but
LXDE is a good compromise between low
resource usage and a familiar environment.

If you only want to make text notes, do you
need a desktop at all? There are plenty of
console mode text editors and file managers.
You could get a lot done with just nano and mc
(Midnight Commander).

Linux filesystem, and is very fast,
but doesn’t handle sudden
shutdowns very well. Ext3 is

Why do we have to have so
many different partitions and
filesystems on a Linux system?
A hard disk is divided into
partitions, separate sections that
each acts as if it were a disk. Each
partition then uses a filesystem to
store data on that partition.

Why does Linux use more than
one? Windows doesn’t.
Keeping different types of data
separate can improve
performance and security. Keeping
swap data on a dedicated
filesystem is more efficient than
keeping it inside a file, inside
a directory on the filesystem of
your root partition. A rogue
process can mess up swap, but it
won't touch anything else.

So swap and a root partition,
like Ubuntu uses, is sufficient?
Sufficient, yes, but not optimal.

At the least, a desktop system
(and that includes laptops) should
use a separate partition for the
home directory. That keeps your
personal settings and data
separate from the operating
system files.

Why would | want to do that?
At some time, you will want to try
a different distro, or install a later
version of your existing distro.
If everything is in the root partition,
it will all be wiped by the
installation; you would have to
back up all your settings and files
to an external drive before you
could install. With a separate home

partition, a well-behaved installer
will leave your data intact. After
the installation, you can boot the
machine and start using it just as
you did with the old setup.

Are there any other partitions
| should have?
For a server, a separate filesystem
for /var is definitely a good idea.
It is also useful for desktops, as
a runway process filling up the
system logfiles, kept in /var/log,
won't use up all the disk space

used by the operating system files.

There are so many types of
filesystem. Why do we need
ext2, ext3, reiserfs, xfs, jfs...?
Each has its own strengths and
weaknesses. Ext2 is the original
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a journalled filesystem, which
means that recovery in the event
of a crash or power failure is faster
and more reliable, at the expense
of a small performance hit.
Reiserfs is particularly good with
small files, both in efficient use of
space and speed. XFS is
particularly fast with large files, but
it handles power failures poorly, so
is best on something with battery
backup. Ext4 combines many of
the advantages of other
filesystems, and BTRFS is new but
promises much more.

Which is best?
That's like asking whether Viis
better than Emacs, or KDE better
than Gnome, so I'll pass on that
one, thank you.
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